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Introduction 

Before I treat the main topic of ay lecture today, let me delve 
briefly into the history of cryptanalysis, and we will begin with a 
cursory background of cryptanalysis in .Vor Id War I and the subsequent 
post-war years. 

\ % 

flnMttmicatlon Intelligence in 7.orld War, I 

When we entered the war the United States had at the time no formal 
cryptologic organization. The British, the French, the Austrians and 
others had cryptanalytio organizations which had been functioning for 

j 

quite some time. In order to protect the source of Intelligence, the 
British at first shrewdly attributed their own uncanny success in locating 
enemy forces and predicting enemy movements to the efficiency of their 
direction finders. It has since become known, however, that cipher ex- 
perts of the famous British Room 40 were to a large extent responsible 
for such important military and political events as the 3attles of Jutland 
and Falkland Islands, and the detection of Zlmmerraann’a attempt to 
obtain the support of Mexico, which played an important role in stirring 
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up public opinion in the U. S, against Germany. The Earl of Halifax 
evaluated the work of this group as follows: 

"To Boom 40, the country owes an immense debt of gratitude - a 
debt which at the time, at least, could never be paid. Secrecy me of 
the very essence of the work, and never was secrecy more successfully 
observed." 

Similar successes were achieved by the French on the Western Front. 

They repeatedly broke the German oiphers and obtained invaluable informa- 
tion as to German plana and intentions. Likewise the Germans and Austrians 
had great success with the Russian ciphers in World War I and undoubtedly 
succeeded in bringing t.ho war on the Eastern Front to an earlier close 
because of this fact. As for American communication Intelligence operations, 
the successes achieved in this country prior to WoAJLd 'Aar 11 were not of 
sufficient importance to impress more than a handful of officers with ths 
groat potential value of the work. 

Communication Intelligence between Wars 

As interesting as the revelations of "or Id Jar 2 proved to be, their 
real significance lay in the profound effect they had upon development 
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is the field of cryptography, nations began to grow increasingly sore 



f *** 

security conscious. The Japanese in particular, who were profoundly 

. - o - s 

shocked at the rerelations of the Irresponsible Tardley, embarked upon 
a program of formidable sophistication of her cryptographic systems, to 
the great detriment of our national interests in the years prior to 
World War II • Tardley had been eaplpyed^by the State Department in 
communication intelligence activities, and he published a melodramatic 
book, "The Slack Chamber" in which he wrote of oar success with 
Japanese codes during the Washington naval disarmament conference in 
1921. The book created a sensation In Japan and was widely circulated. 

The Japanese felt that they had been tricked, and were extremely resentful. 
Untold harm was caused by Tardley^ violation of security riiioh he himself 

In hie previous official position had counseled others never to reveal 

\ * 

anything of the work. A direct and immediate effect of lardley'e unfortunate 
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action was to require the exercise of the greatest caution and eeorooy In 
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never possible to present properly the needs of the communication Intelligence 
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wrjoniaation and to obtain for It the support necessary for its success. 
The story of what sad accomplished under these difficulties prior to 
i-earl Harbor has been so videly publicised that it needs no reiteration. 

let it suffice to say Jmt it took approximately eighteen months of 

\ * 

painstaking labor to reconstruct, through cryptanalysis, ths complex 
sachine that eas used by the Japanese to encipher their highest-level 

1 i 

diplomatic communications. 

i 

% 

Communication Intelligence In ?orld Sar II 

i 

The importance of communication intelligence in -or Id Aar II is 
probably best summarised by the following statement whioh appears in the 
Report of the rear! Harbor Investigating Committee of the 79th Congress! 

"All witnesses familiar with communication intelligence materiel 

% 

throughout tie war have testified that it contributed enormously to the 
defeat of the enemy, greatly shortened the war, and saved many thousands 

i 

of lives* n 

Khan the United States entered the war, it had made a timid beginning 
in the field of communication intelligence due to lack of funds, personnel 
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and equipment. In certain phases of the work, notably the solution of 
the Japanese diplomatic machine, brilliant successes had bean scored. 

%t in comparison with the situation at the ear's end, exploitation of 
the field as a whole 'fas in the most elementary sto/es. Intercept 
facilities were extremely limited; arrangesoAtc for transmitting notarial 
from the oolnt of intercept to the exyptanalytic center were hit or dies; 
cryptanalysis had been carried on successfully only in certain narrow 
fields, and -- at least is the fray — methods of getting intelligence 
from the traffic short of reading it were undeveloped; there uas a critical 
Shortage of translators; there were neither sufficient personnel nor 
adequate procedures ior studying and checking the translated product to 
squeeze out of it all useful intelligence obtainable; the method of 
presorting tho drived intelligence to the responsible authorities in 
Washington was ineffective; and there was no arrangement for jetting such 
intelligence to commanders in the field promptly end In a manner which 
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vov.ld protect the sourco end Insure security. 

On 7 OeceTbor 19^1 ♦Hern vie nc overall directive aligning responsi- 
bility an- on 3 the various government dernortnenrte in the eormuniention 
Intelligence field. " itMn the armed servicos, by tacit or express 
agreement, responsibility for the interception, analysis, solution and 
translation of encrypted communications had been divided as follows * 
military traffic - /jry; naval traffic - 'Tavyj diplomatic traffic - Army 
and Navyj clandestine traffic - Coast 3uard, Other government agencies mere 
also taking an interest in the field, including the FPI, the FCC ansi the 
predecessor of the CCS. In the yo arc to corns, there was to be ritn 93 oed 
a fantastic growth in organisation of the Army's and Davy's cryptologic 
organisations, and their combined effort f irodneod amount of high- 
grade intelligence that sa 3 beyond tho uildost dr^n - * s of aryona iho 
knee the size and limitations of tho pre-war organizations. 

The 3attles of J ’id way and Coral Sea acre only two of a multitude of 
examples of oryptonalytic feats of ares, 11 ' Z may be permitted to mix a 

metaphor. According to the official narrative of the Combat Intelligence 
Center, raoifie Ocean Areas, 
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*tbe factors that vitally affected the Battle of Sidney sera a any 
and complex, but It is undoubtedly true that without radio intelligence it 
would have been lapossiole to have achieved the concentration of forces and 
the tactical surprise that made the victory possible. ... In the defensive 
stages of the ear, radio intelligence was not only the moat important 
source of intelligence la the Central Pacific — it was practically the 
only source. There were very few captured documents or prisoners of w^r. 
There wore no photographs of enemy-hold positions. Is the Central pacific, 
exclut-ins: the Solomons and -<ew dr it ala, spies and oo^et watchers' reports 
never supplied any important intelligence . n 

Other Important examples of the successes of cryptanalysis may be 
cltedt 

1. The movement of four Japanese divisions into Surma in the 
preparation for the drive into India* which bwgan in .rarch 1944* was 
discovered far in advance of the beginning of that attack and a number of 
indications that an attack was pending were obtained. 
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2* The Japanese plan lor an attack on the Torokina perimeter in 
Bougainville, including the exact ochoaulcd 13-Day, was learned £& advance, 
and U. 3. i orccs xvcro so prepared for the attack that it nos crushed with 
serious losses to the Japanese. 

3. The isuveRcr.t of two divisions into tho I'arionac prior to the 
o. C. attack was discovered* 

4. The complete Japanese plan for an attack on the Aitape 
perimeter la Ajw luiaaa. «ae discovered <aore than a mooch in advance and 
the attack «as completely smashed. 

5. Before the U. S. i&idlaj at Hoilandia, analysis of traffic 
and of fragmentary messages shoved that jo Japanese division had been 
moved into the area and that it era'; defended only by service troops* 

One of tl.tt poet dramatic episodes of the "ar — the a. f rush of /dciral 
‘ famaao to — #as a vintory of crypi.Anulysij, "J. 3. Ifevy experts decrypted 
a ucaaaje aiUiffU gave information concern!!;; a projected trip by famamoto* 
The sequel may be summarised by an official Japanese Sfavy Department 
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communication reading la part as follows! 

"the Commander la Chief of the Combined Fleet, Admiral Isorokn 
Zamaaoto, died an harolo death in April of thia year In air combat eith 

A " 

the enemy while directing operations from a forward position. n 

The Japanese newer found out until the fearl Harbor Investigation what 

it was that actually killed Yamamoto — inadequate cryptography. 
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